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ABOUT 2500 YEARS AGO

“All warfare
is based on

Today, deception manifests through phishing, fraud, false
transactions, and manipulation in digital sphere.
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Significance of IT!

» Tell me one area in your life that is not touched by
IT!

IT encompass every sector of society!
IT is fastest growing field!
80,000 - 100,000 jobs by 2025 in Nepal.

IT has future implications!
Bank to eBank
eHealth

vV v Vv Y

eEducation

Virtual World

Crypto and Blockchain
loT

vV vV v v v Vv

Regular ATM and Bi




Three vital roles of ICT/IT/IS

» Support of business processes and operations

» Examples are sales transactions, inventory ordering, and payroll
processing.

» DM Example: Disaster Logistics for relief distribution
» Support of decision making by employees and managers

» Information systems can support managers in decision making process by
providing them with useful information on demand.

» For example stock exchange, fuel price [on demand]
» DM Example: Immediate rescue with location of GIS data
» Support of strategies for competitive advantage

» Information systems can make available new types of products and services
through which an organization might gain a competitive advantage. [Dell
Computers]

» PubAdmin Example: Outreach with social media




How do you use technology to improve
your productivity?

Not at All Very True
True for Me for Me
1. | empty my email inbox every day. 1 2 3 4 5
2. | keep a to-do list, and always keep it up to 1 ) 3 4 5
date.
3. luse email filters to sort messages by how 1 ) 3 4 5
important they are.
4. | stay logged into my social network most of 1 2 3 4 5
the day so | am alerted when updates occur
Or messages appear.
5. | rarely print anything out. 1 2 3 4 5
6. | send and receive text messages very 1 2 3 4
frequently, though most are unimportant.
7. | focus on the most important projects and 1 ) 3 4 5
can ignore distractions.
8. I'have a clear vision of what | want to achieve 1 ) 3 4 5
and make priorities.
9. | keep my calendar online rather than on 1 2 3 4 5

paper, and | keep it up to date.
10. My electronic files are very well organized. 1 2 3 4 5




Result

» To find your score, add up the numbers for all
questions except 4 and 6. For those two questions, firs
reverse the score by giving yourself 1 point if you chose
/7, 2 points if you chose 6, and so on.

» Then add the reversed score to your total.

» If your total is higher than 50, you have some good
habits that are associated with high productivity,
including the use of information systems that can help
you streamline.
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40% Executives trust their guts. (Wailgum, 2009) CIO.com
Data-driven decision making helps to understand trends and
patterns. Example: Beer and Diaper

Source of information can be internal and external.
Business intelligence help Managers utilize information from man

sources.
» Example: online buying pattern
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Information systems allow people to work together at any time

and from any place.

Conduct online meetings, share files/documents and applicatiorc_o%joc

and interact virtually.

Examples:
Social networks
Online communities
SharePoint
SalesForce
Team Viewer
Google Docs

TeamViewer

TeamViewer
Extras  Help
pte Control
My Computers
note Control Control Remote Computer B Home Computer
Office Group
Bob Barle,
123456789 || Prmerio - S
987654321 - john’s Computer (this compit..
iab683 [ michelle Buble
* Remote control Other

File transfer

B Home Server

‘ Jane Smith
[B] chris Johnson
! claudia Bosner

m Jack Jason

» Offline (14)

st (secure connection) [8] Jane Smith  »
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Beer and Diaper: Customer Experience?
CRM systems build and maintain relationships.
Web-based front offices and online self-service.

Example: Chat bot

‘@] Can we help?

We are online. Chat with us.

Please enter your name and email
address to begin chatting with us.

Initiate Chat

@ cickesk

westcliff.edu

STUDENTS ALUMNI FACULTY CATALOG APPLY NOW ACCREDITATION CONTACT US

888-491-868¢

Home v About v Admissions v Programs v OurFaculty v StudentServices Athletics  Testimonials v Statistig

WESTCLIFF
UNIVERSITY

Educate. Inspire. Empower

UNIVERSITY AT A GLANCE Fast Facts
) = |
Founded in 1993, Westcliff University is headquartered in sout ﬂ EDTAlLw
surrounded by scenic mountain views and ocean beaches. It is {|FEGEE_GG_———
students from about 57 different countries around the world. O i EEER VI EEEEUL R e

1368 55.9% 57 66% 82%

Tow 2017 Famale Counties 2017 2017 both totally online and onsite, students are taught by committe Rt
Emvoiment Sudents Roprosenod  Graduaton Rato_ Ruenton Rate . . P |

7w goun puqpiney s professors who are globally recognized as being significant an

rom 2016

LEARN MORE

Accredited by: ACADEMIC PROGRAMS

JEOEAC + Bachelor's in Business Administration (BBA)
+ Master's in Business Administration (MBA)

Approved by. + Docior in Business Administraton (0BA)
+ Bachelor' in Education (BA E9) Enter your message to chat
BPPE + Master of As in Teaching English for Speakers

of Other Languages (MA TESOL)
Candidate for Accreditation + Various Certificate Programs in TESOL and

wisc Business.




» Competitive advantage gives a firm a lead over it's
rival.
» Porter’s five forces model?

Bargaining Power of Suppliers

|

Threat Threat
— -« .
of New Entrants of Substitutes

!

Bargaining Power of Buyers




Managing Operations
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Example: UPS drivers, for instance, know to avoid left turns on their delivery

routes when possible, because they take a few seconds longer, wasting time and gas.
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Functions to deliver goods and services
Industry-specific operations such as these:

» Transportation companies rely on information systems equipped with
GPS to track their fleets, optimize routes, and conserve gas. Example: Fleet MGMT

» Manufacturers need systems to manage assembly lines, product
quality, production schedules, and just-in-time supply deliveries.
Example: Toyota, Pizza Delivery

» Colleges and universities need systems to manage student
academic records, class scheduling, faculty assignments, and
student financial aid.

» Companies that buy products from suppliers around the globe need
real-time updates on their global supply chains to manage
inventories and reduce costs. Example: Walmart

Advantages:

P Achieving excellence in operations can provide enormous cost
savings without sacrificing quality competitive advantage.



» You need to write a report with a large number of references!
How do you automatically create and properly format your ter
paper references? How do you efficiently manage your
bibliography?

» Use

» Computer software
» Electronic devices
» Example:

» Bibliograhic Manager
» EndNote and RefNote

EndNote*®



The scheme of this design was
to allow single person to
watch over inmates without

v them being able to tell
whether or not they are being
watched.

" This means that all inmates
_ must act as though they are
watched at all times,
effectively controlling their
own behavior constantly.

Il )



* This concept is called panopticon. .

Which came from the Greek means "all’ and seeing. WORKS

e Concept developed by Jeremy Bentham in 18t Century. or Lene] |
JEREMY BENTHAM, Foucault | e

¢ Michel Foucault in 1975 suggested, inmates are always

"the object of information". i
e This concept was further theorized as “Information 10NN BONNNE; y 4 '“ “EAGE
Panopticon” by Shoshana Zuboff (In the Age of the nr “I[ smll
Smart Machine, 1988). T MA“I‘““E

¢ Information Panopticon: THE FUTURE OF
WORK AND POWER

¢ |nformation and Communication Technologies as

observational tools for decision making.

HH - SHOSHANA ZUBOFF

/1
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E-PANOPTICON IN ACTION

18t SAARC Summit Joint Command Center, Nepal Army HQs
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Panphcon

\\V CYCLONE AMPHAN IN BANGLADESH

Il

Cyclone Amphan in May 2020 killed 26 people.
Evacuated: Nearly 2 million people.

In contrast:

* November 1970 cyclone killed 300,000 people.

e 1991cyclone killed 145,000.

WMO:

* high resolution numerical weather prediction info.

* round clock surveillance of tropical cyclones by
satellites (three satellites over the Bay of Bengal)

* a network of Radars and a denser network of
weather stations, and exchange of those data.

adpc.net
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 Cyber Threats are real and pertinent to security
including financial security.

e Attacks, now, don’t need physical weapons as trends of
cyber operations, which can be deniable and
CYBER uvnattributable, are increasing and getting lethal. [US

THREATS: DNI, 2013].
DARK SIDE OF * UN Secretary-General Antonio Guterres, July 2018

DIGITAL O “Dark side of digital innovation”.
|NNOVAT|ON O Formed a High-Level Panel on Digital Cooperation,

to address the dark side of innovation -- such as
cybersecurity threats, the risks of cyberwarfare, the
magnification of hate speech, and violations of
privacy.

Cyber threats are no longer the purview of computer
sector.

DNI: Directorate of National Intelligence







In 1697, Dutch explorers led by became the
,in

Black swan is about unknown unknowns....one of the four paradigm of risks!



TYPES OF RISKS

Known Knowns

Things we are aware of
and understand.

Unknown Knowns

Things we understand but are
not aware of.

Known Unknowns

Things we are aware of but
don’t understand.

Unknown Unknowns

Things we are neither
aware of nor understand.




TYPES OF RISKS

Types of Events

Types of Knowledge

‘Unknowns’

A

Things we are

aware of but Known Unknowns Unknown Unknowns
understand.
Can be predicted and planned Unidentified and unanticipated
but impacts are unknown. risks.
(Election) (222)
c
3
o « >
C
X
Unknown Knowns
Known Knowns
Events are vague /unpredictable
- One can pl.om.for the event and in timing or intensity but effects
aware of and Its Impact. are known.
understand. .
(Flooding) (Earthquakes)

v

‘Knowns’

Things we are
neither aware
of nor
understand.

9/11
2nd WW
Rise of Internet

STUXNET

‘Unknown’

Things we
understand
but are not
aware of.



| STUXNET: CYBER WEAPON

l | e January 2010. Officials of International Atomic Energy
Agency (IAEA) noticed faster degradation of nuclear

centrifuges at a uranium enrichment plant in Iran.

e June 2010: A unique “virus” was discovered in computers

of Iranian nuclear plant. This virtual weapon became Diplomatic
instrumental for nuclear deal between Iran and other "r,"e'
buying &
| countries in 2013. deal-
making
e Zero-day exploit: Software vulnerabilities that are still R

unknown to software maker and to antivirus vendors -

which means there are no antivirus signature and no

Unit 8200

patches available to fix the holes.

Cyber War Map*

l I V J / *https: / /embed.kumu.io/0b023bf1a971ba32510e86e8f1a38c38#apt-index
/
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Y~ LANDSCAPE

APT: Advanced Persistent Threat

C2: Command and Control

Threat actors

Nation-state actors
APTs, espionage

Cyber terrorism
Disruption, fear

Criminal networks
Ransomware, data theft

Countermeasures

Attack targets

Critical infrastructure
Power, water, finance

Military systems
C2, weapons, intel

National security
Cyber threat nexus

Democratic processes
Elections, disinfo

AN

Cyber deterrence
Retaliation posture

Intel sharing
Allies, private sector

Resilience

Defense, recovery

Cyber norms
Treaties, law




Kaplan F (2016) Kello, L. (2017)

Data were stolen!

MAJOR CYBER ATTACKS OF RECENT TIMES

Crippled critical infrastructure.

After paralyzing critical
infrastructure tanks rolled in.

Stuxnet: Zero-day exploit.

Stole data from corporations or
force closure. Cost: $58 M

Actors: Patriotic hackers.

“State-sponsored”

Non-attributable acts



MAJOR CYBER ATTACKS OF RECENT TIMES

Estonia, April, 2007 (Kaplan, 2015)
* Estonia was hit with a massive cyber attack, its networks and servers flooded with so much data that they shut down.
* “This attack persisted and was followed up—in three separate waves—uwith infections of malware that spread from one
computer to another, across the tiny nation, in all spheres of life”.
Georgia, July, 2008

* Paralyzed Georgia’s central bank and communications infrastructure and fifty-four government websites were disabled as
Russian tanks rolled across its border in August 2008 (Kaplan, 201 5).

® According to (Shakarian, 2011):
* First phase: The Russian hackers and botnets launched DDoS attacks on government and media websites.

¢ Second phase: They attacked financial institutions, businesses, educational institutions, Western media (BBC and

CNN), and a Georgian hacker website.

e “patriotic” Russian computer users were recruited through sites like “StopGeorgia.ru” which provided easy-to-use
tools and instructions to launch DDoS from private machines. It even featured a user-friendly button called “FLOOD”

which, when clicked, deployed multiple DDoS on Georgian targets.

* In Georgian case, cyberattack and military operations were conducted in tandem (Shakarian, 2011).



1 CYBER CONFLICTS NEAR TO HOME
O

Victim Belligerent Number of Incidents

State State
@-2 (@) 3-5 6+
U Victim C Belligerent Number of Incidents
State State

) QCyber conflict in the Middle East. ©1-2 ¥ 5+

* Triad of North Korea, South Korea and Japan
O show continued cyber conflict.
* Asian states of Japan, South Korea, Taiwan, and

O Vietnam have been the victim of more cyber

)/ incidents than transnational terrorist attacks.

MIDDLE EAST, EAST ASIA & SOUTH ASIA

!
v

Victim Belligerent Number of Incidents \
State @—

state @1-2 3-5 6+‘

India-Pakistan dyad features continued
cyber conflict

(Valeriano and Maness, 2015).

(O

\
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\  NEPAL - INDIA RELATION

®* November 2019: India’s new political
map places disputed territory of
Kalapani inside its own borders. [TKP

2019]

* May 2020: India opened a road via
Lipulekh, Nepal’s territory. [TKP 2020]

* Nepal government unveiled a new

political map in May 2020.

/1

India’s new political map places disputed territory of Kalapani inside its

own borders
N E Ind
Jopeshwar N
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> CYBER ATTACKS BETWEEN NEPALI-INDIAN HACKERS

\ 3:36 W& © o=l 98% 0
334 @O @ =l 8% P EEO o SATAN q

=g Indian Cyber Troops BRA#MA ¥5 Tweets
3 9hrs - Q & INDIAN CY,’ER TRDOFS i < 20 Tweets Tweets  Tweets &replies  Media Likes

135 Tweets

Nepal Government Site Hacked ! SATAN @satan_cyber_god.- Sh
Knock knock let the devil in &
tello indian developers

- Tweets Tweets & replies edia Likes
Reason : Sabko Pta Hoga = Likes 4 M

Link : http:

w.dprobanke.gov.np/about.php

don't mess With Indians

We Don't Have Rules

We Are The Rules Expect Us !
You Nepal You Lose «

{0 (@ dprobanke.gov.np/a

INDIAN CYBER TROOPS

e | nepalconsulargotnp/ob new.visa

HACKED BY
TEAM ICR!

Indian Cyber Research and Empower Wing

Such small-scale incidents are sporadic but growing! What if we face

Tweets Tweets & replies Media

INDIAN CYBER TROOPS # @INDc... - A
DATABASE? REALL &

here is database of Nepali web

& .sql dump take this and enjoy

last warning : nepal go back
pastebin.com/raw/xI LPRTké

PM

-- Server version: 5.7.24

-- PHP Version: 7.2.7

SET SQL_MODE = "NO_AUTO_VALUE_ON_ZERO";
SET AUTOCOMMIT = 0;

START TRANSACTION;

SET time_zone = "+00:00";

/*140101 SET
@OLD_CHARACTER_SET_CLIENT=@@CHARACTER_SET_

Q15 ns Q 26 <3

INDIAN CYBER TROOPS # @INDc.. - Ih

etc.mosd.p3.gov.np

Another Nepal government web

A single mistake and ICT will call their
Senior Squad =o o

Jai_Hindao o

its last warning : Nepal we started then?
Tno one can save gDLL&

JaiShriRamaa

etc.mosd.p3.gov.np

Il @] <

KA (WALLVELOTATGRMG * 9N
I TYHR A I HRA Il

@

@PMOIndia @RashtrapatiBHVN
@BIPYIndia

EUK Web Developers, India.:
eukwebdevelopers.com

@NCIIPC @IndiaToday @Timesof India

Web Archive: web.archive.org/web/
20200%2203..,

#GreaterNepal #fBackoffIndia
I TYHH A I R I

17T T TR Fareo] T QA HR RS HAT URee ae 2 R A ||

[BRAHMA and INDIAN CYBER TROOPS
Q 13 m 22 Q 106 oL

BRAHMA @ALIVELordBrahma - 6h
I TYHH A S A=A I

1 Tg #DigitalIndic Bl guar g?
ST, T TS, SIS Rd Y a8

Il @ <

cyber threats like in Estonia

#tbackof findiamedic
#backoffindiamedia.
#Greateriepal

eukwebdevelopers.in

SATAN @satan_cyber_god - 1¢h
Yes, you lost something precious again
@ABPNews

Farbirc's API key, guess you know what's
that &

io.fabric. Apikey:
"s2bs5dZeds2ffeedecscha’ | 98d2ge3dz
2ddoryg”

Now let's make things worse for yoe
#backoffmdianmedic

Ty A

] @] <

o Jooll Bl Nepali Hacker Claims
to have Hacked

didnt feel sleepy seeing these kid

stuffs here you go again 2000+ I'—
L]

indian citizen aadhar cards. [N HDFC BANK

@INDcybertroops here's war for

you bunch of kids.
#backoffindia

Leaks 2K+ Aadhar
Card Details

gl FleonvEGA
Q. omeganz Has Cyber War Started?
28 AM - May 23, 2020 - Twitter Web App ‘gadgetconcern.com

and Georgia?



Report: Attackers Hacked Nepalese Bank's : . .. .
SWIET Server Several diplomats in Delhi including those

$4.4 Million Moved to Accounts in US, UK and Japan via Fraudulent SWIFT Messages from Nepal On Pegasus Iist

Weuroinfosec

= m f Facebook [l in Linkedin Credit Eligib 26 n |
Shares !

MAY THIS DIPAWALI, BRIGHTEN
YOUR FINANCIAL FUTURE

Followuson: B1 © B @ » mﬁ/@’, arer

SERGEI'KONKOV/GETTY(IMAGES]

One of Nepal's largest private-sector commercial banks last month suffered a hack attack

that led to attackers issuing fraudulent money transfers via the SWIFT interbank messaging NEW DELHI, July 20: While reports of Indian politicians and journalists being targets of

surveillance operations carried out with the help of Pegasus spyware took centre-stage on

service.

Monday, French newspaper Le Monde reported that several Delhi-based diplomats including
See Also: Live Webinar | Enforcing Least Privilege Access in AWS Cloud Infrastructure with those from Nepal were also on the list of potential targets for phone hacking from 2017-2021
CIEM

NIC Asia Bank, based in Kathmandu, said attackers initiated $4.4 million in fraudulent money
transfers from its accounts to accounts in six other countries, including the United States,
' \ “ d the United Kingdom, Japan and Singapore, the Himalayan News Service reported Sunday.
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Hackers obstruct govt sites for four hours

By Himalayan News Se

Published: 09:45 am Jan 29, 2023

0 C @O@@

Hackers obstruct govt sites for four hours. File Photo: Reuters

KATHMANDU, JANUARY 28

Hundreds of government websites under the '.gov.np' domain, including the Office
of the Prime Minister, the President's Office, and websites of all departments were
hacked by people from unidentified places that obstructed accessibility to the
websites from 12:00 noon to 4:00pm today.



VISA Cards fraud (ATM), HeT H&AT — €%, HIT aTet feigQep! felTl - 3,39,6R,832/3e.

JBESATE STRT HUBT ATM /VISA BISeSdBI Magnetic Stripe AT ShgSdIe STRT HUD! Fdwheil DATA @Ts HETS ( Delete) TR

Tl DATA (ENCODE) il / %t dfdbs P T TR®T (use of Card reader, writer).

DY fdBTH b :- 2o TCT CBS system (T24) WATATIeh! Jexiid HiH 3TUPT IhH SYHT AHSHPT AT THUDT ¢l
PN IUBIBT BIGHTUS! TRI STRT Teh ATHAT Afdxigsd! fafi~ q2T 3T WTaldTaese @S HUP! STHT IBH ETdTHT
DY IBH TeT HT 38 BRI, Pl S foig IbH AThd Tt dbgsdre aiadel.fol de e ¥ 2METere Bl.fef deb fobr

BT @ e fd S famr

TN TR 3TOHT USD STATHT 3ATTEIgd SUHT USD (9¢,3¢0 /4o IhH STFT TRI YeriTH! feiep! 1T ATM T PoS HI2HES Tl
R | Source: CIB, I20'>“T7'
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\v RISE OF CYBER ATTACKS DURING CRISIS

AU

Covid-19
« WHO [April 2020]
* Fivefold increase in cyber
attacks than last year
O directed at the
Organization.

/ According to Nepal Police, six cybercrime incidents
[ / o are reported everyday during Covid-19.
/
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CYBER ATTACKS DURING CRISIS

EARTHQUAKE HAITI

Wall Info Events Photos Video Discussions

[share]

THIS IS SO GREAT!!! ALL THE HELP THAT IS IN HAITI AND
ALL THE HELP THAT IS ON ITS WAY WOW MIRACLES DO HAPPEN GOD BLESS

- Comment - Like - Report

UPDATE: PLEASE NOTE THAT AT 12 MIDNIGHT (PT)
POSTING ON THIS SIGHT WILL
BE HALTED UNTIL MY COUNTERPART IN FRANCE RELAUNCHES A FEW
HOURS LATER.
THIS IS OUR WAY OF SHOWING THE DEVILS THAT VIOLATED OUR SITE LAST
NIGHT
THAT GOD AND GOOD IS MORE POWERFUL THAN EVIL.

- Comment - Like - Report

Leave Group

Please post any information
about missing people, the latest
news and reliable NGOs in the
groups Earthquake Haiti and
Montreal pour Haiti. Thank you
very much and please share this
message with as many people as
possible.

R M osctha.org in

Haiti....

Help has arrived! Mosctha hit the ground and in two days we were able
to aid over 300 wounded victims. A group of medical specialists and
volunteers arrived in Haiti with a purpose...to save lives. We were

Immediately after the quake crisis responders were working together.
Some citizens started groups o Facebook to coordinate disaster response.

jay dee is an absolute cock

Information

Business - Public Relations

Join the new HUB of Trolling.

Find out all the latest HOT SHIT
that's been going down on
Facebook.

Plan your next trolling schemes,
share your thoughts on the
unfortunate cunts who are not
allowed in, and generally be a
smarmy git.

Subscribe to TROLL NEWS and
get mobile updates on who the
latest LOLCOWS are, which trolls
are self-pwning, and who is the
current toast of Facebook.

But just remember - what goes
on in the Troll Command HQ,
STAYS in the Troll Command
HQ.

TROLL COMMAND HEADQUARTERS Join

Wall Info Discussions Photos

THis group is a fucking joke. Especially the blurb the
creator posted. | might be a troll but some ppl annoy the fuck out of me

Petition To Ban Any And All Anti-American Group From

Facebook

| believe in the 1st to

m post hateful anti-American propaganda on this American created
website not only should you be restricted from being apart of this

we...

of speech, if you

Bon'quisha likes this.
View all 4 comments

can feel the anger rising in me about

B | this group.

@ Hey people. Some fucker reported me and my account was
banned. Back now though :D
- Report

=

http:/ /www.facebook.com/?
ref=home#/group.php?gid=2353141685&ref=nf

GO GO GO GO GO

Down Syndrome

Downs Syndrome is specifically a chromosomal disorder.
Chromosomes are the cellular material obtained from our parents,
containing the DNA or ‘blueprint’ that determines our genetic
makeup. We norma...

As crisis responders were busy with response activities a Troll Command
Headquarters was established. Group members used to jointly attack
the crisis response groups on social media.

Subba & Bui (2010) & Subba ( 2014)
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ATTACKS € Current r:
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Web Client Enforcement Violation
13:18:07 FL, United States = India

Web Server Enforcement Violation
13:18:07 India = India

Web Client Enforcement Violation
13:18:07 CA, United States = Austria

Web Client Enforcement Violation
13:18:07 Spain = Turkey

Web Client Enforcement Violation
13:18:06 CA, United States = Austria

dga-RouEt.TC.5ccfeWVL
13

18:06 United States = Netherlands

LIVE CYBER THREAT MAP

Netherlands
Austria

United States.
CA, United.States

; United States
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Malware Phishing

@ Exploit

DON'T WAIT TO BE ATTACKED
PREVENTION STARTS |NOW >

TOP TARGETED COUNTRIES

#  Mongolia
N Nepal
£ Macao
Georgia

=I= Kenya

TOP TARGETED INDUSTRIES

€ Education
gl Healthcare

i Government

TOP MALWARE TYPES

{J Mobile
@® Phishing

¥ Adware




| Y CHANGING PARADIGM IN CYBER THREATS

Malicious Acts Individual /Group | | Disruptions | ' Damage
S State Steal money, critical

Individual /Group v
Sponsored info or espionage

Attacks
qu'fe/Non-S’raLe! Info Warfare

Disinformation

l Military Ac’rion!

Sl'gﬁ TRIBUNE

Interpol, July 2020
There has also been a “significant
target shift” from individuals and
small businesses to major
corporations, governments and
critical infrastructure

%
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\\: PHASES OF CYBER THREATS
LY

Realization (1980s) |Takeoff (1998-) Mobilization
(2003-)

Capabilities US and few Russia and many China and
everyone
Adversaries Hackers Hacktivists, Patriot Neo-Hacktivists,
Hackers, Virus and Worms Espionage,
~ Malware
T Maijor Incidents  Morris worm (1988):  Moonlight Maze (1998):  Estoniaq,
- 1st computer worm spread FBI inquiry into a cyber attack Georgia
O via the Internet on United States GOVT NWs in STUXNET
1998.

‘ \ ' V // Source: Jason Healey, (201 3) The Lessons of Cyber Conflict History, So Far..., Atlantic Council.
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K\: CYBER THREAT ACTORS

(>
c State-sponsored
o Cyber Warfare
R =]
§ { Disgruntled ex-IT
0 ¢ Administrator Organised Crime
< S
|\ g' ' : ‘
7, ; Lone Hacker/ E E Hacker E
@) = i Hobbyist i i Collectives
2 i o e s
Il o ' Malware |  Business i Disgruntled Cyber
O g : : Partner i  Customer i  Terrorism |
Accidental ;T CooTTT V Nicommtlad —
/ : : : I + Disgruntled o~ | L
/O Discovery Insider Script kiddy ex-EgmpI oyee Hacktivism® |

\ ) % - Attacker Determination



National Cyber Power Index

United States
China

Russia
United Kingdom
Australia
Netherlands
Vietnam
ROK

France

Iran
Germany
Ukraine
Canada
DPRK

Spain

Inde
Hem | Japan
” Singapore

Center f » New Zealand

- Israel
Affairs, Harvaro Sweden
Saudi Arabia
2023. . Switzerland —
T Turkey

Egypt —
Estonia ————

¢

Inda ——— =
taly ———
Malaysia ———
Lithuania ——
Brazil —
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COUNTRIES WITH CYBER ATTACK CAPABILITIES

® Center for Strategic and International
Studies (CSIS) report in 201 1:

e identified 33 states that include cyberwarfare in

their military planning and organization. (10
from APAC)

e Cyberwarfare organizations: Argentina, Brazil,
Canada, China, the Democratic People’s
Republic of Korea, Denmark, Germany, Indiq,
Iran, the Republic of Korea, Switzerland and the
United States and possible Cuba and Russian
Federation.

Countries With Cyber
Attack Capabilities

Countries

40

0

200708 09 10 11 12 13 14 15 16 17

17-14907 1-18



| IMPLICATIONS OF RECENT INCIDENTS OF CYBER

\ ATTACKS IN THE APAC REGION

INDIA
3.2 million
debit cards

from at least five banks
were compromised as
cyber attackers introduced
malware in the payment
services systems

@

SINGAPORE

Ministry of Defence

information.

BANGLADESH

Cyber attackers stole

$81 million

from the central bank by
hacking into an official’s
computer and transferring
the funds to the Philippines

o

HONG KONG

Personal data of 6.4
million children were
leaked in a cyberattack

of a digital toymaker
firm

\ @
THAILAND
850 personnelatthe
$350,000 from 18
had their personal details ATMS begonalng tota :ocal
stolen, inan attempt to savings bank was stolen VIETNAM
. . by individual with N
access official classified malware-equipped C ) Anairline system was
ATM card ~  breached and the personal
‘ information of 400,000
frequent flyerswas
leaked online.

JAPAN

7.9 million individuals’
personal details were exposed
when Japan’s largest travel agency
was compromised

@

Bitfinex, the world’s fifth largest bitcoin

exchange, had $65 million worth
of funds stolen by cyber criminals

TAIWAN

16 ATM thieves installed
three different malware
programs into ATMs to steal
more than $2 million

PHILIPPINES

68 government
websites were compromised,
including defacement,
slowdowns and distributed
denial-of-service (DDoS)

Cybercrime To Cost The World

$10.5 Trillion

Annually By 2025

(Source: Cybercrime Magazine)

4 bright defense

AI-FUELED FRAUD IS
SURGING FAST

TOP COUNTRIES BY REGION SHOWING THE SHARPEST RISE
IN DEEPFAKE-RELATED FRAUD FROM 2022 TO 2023
(PERCENTAGE GROWTH)*

Canada Romania
477 Slovakia 1,766
1,500
l Belgium
2,9509 l
u.s. | e Japan
3,000 P, 2,800
A\ " Vietham
Mexico. L, o 3,050
700 W ] ‘Philippines
L 4,500
Brazil @ %Asoo
828 .
Argentina ' ﬁ
7 Algeria g L ;
66 1,0009 © South Africa

The report examines over 2 million identity fraud attempts across 224 countries
and territories.All data has been aggregated and anonymized. *Regional
classification based on the source.

Source: Sumsub Identity Fraud Report 2023
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Identify & Govern

Asset inventory &

risk framework management

Resilient Cybersecurity for Governance

Five Core Pillars

@ W S
Detect Respond Recover
Controls & access Threat monitoring & Incident command & Continuity & lessons
analytics comms learned

What the framework covers:

Governance Lifecycle — the five-stage policy cycle from design through to iterative review,
ensuring cyber policy stays current with the threat environment.

Threat Landscape — the six highest-impact threat categories facing public sector organizations
today, with relative risk ratings.

Maturity Ladder — a five-level progression model from ad hoc reactive posture to optimizing,
intelligence-led defense — useful for self-assessment and roadmap planning.

Foundational Principles — the six architectural and cultural pillars (Zero Trust, Defense in Depth,
Whole-of-Government coordination, Privacy by Design, Supply Chain Assurance, and Security
Culture) that underpin the entire strategy



POLICY & GOVERNANCE LIFECYCLE

(&)

POLICY STAKEHOLDER AUDIT & REVIEW &
DESIGN ALIGNMENT IMPLEMENTATION COMPLIANCE ITERATE

Governance Lifecycle — the five-stage policy cycle from design
through to iterative review, ensuring cyber policy stays current with the
threat environment.



PUBLIC SECTOR THREAT LANDSCAPE

5 Ransomware on Critical @ Nation-State Espionage ° Insider Threats &
Infrastructure *  Credential Abuse

Risk level Riskleve! Risk level
Supply Chain Phishing & Social e Data Exfiltration &
* Compromises Engineering *  Privacy Breaches
Risk level Risk level Risk level

Threat Landscape — the six highest-impact threat categories facing
public sector organizations today, with relative risk ratings.
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1

INITIAL

2

DEVELOPING

3

DEFINED

4

MANAGED

5

OPTIMISING

CYBERSECURITY MATURITY LADDER

Ad hoc, reactive. No formal policies; incidents handled informally case-by-case.

Basic controls exist. Policies documented but inconsistently applied; partial asset visibility.

Standardised & trained. Org-wide framework; SOC operational; regular audits and drills.

Measured & risk- KPIs tracked; threat intelligence integrated; continuous monitoring
driven. active.

Adaptive & intelligence- Al-assisted detection; cross-agency intel sharing; proactive
led. threat hunting.

Maturity Ladder — a five-level progression model from ad hoc reactive
posture to optimizing, intelligence-led defense — useful for self-assessment
and roadmap planning.



FOUNDATIONAL PRINCIPLES

@

)

Zero Trust Architecture & Defencein Depth
Never trust, always verify — every user, device, Multiple overlapping security layers so no single
and network connection continuously control failure leads to full compromise.

authenticated.

Whole-of-Government (90 Privacy by Design

Unified cyber policies, shared services, and Citizen data protection embedded from the

central coordination across all public entities. outset, not retrofitted — GDPR & sovereignty
compliant.

Supply Chain Assurance ©n Security Culture

Vendor risk management, software bill of Mandatory awareness training, tabletop

materials (SBOM), and procurement security exercises, and executive-level cyber literacy

standards. programmes.

Foundational Principles — the six architectural and cultural pillars (Zero
Trust, Defense in Depth, Whole-of-Government coordination, Privacy by
Design, Supply Chain Assurance, and Security Culture) that underpin the
entire strategy



CYBERSECURITY ROADMAP FOR NEPAL

o~
---------

Infrastructure: Power, Banking, Telecom @ Workforce: Curriculum, Scholarships, Reserve
&) Global: CERT-In, APCERT, ITU Bl E.Gov: Databases, Pen Test, ISO
I5f Finance: NRB, SWIFT, MoFA i Awareness: Phishing, Campaigns

3 Geopolitics: Balance, Audit @ Priority: Law = Infra = Skills = Global



POLICY FRAMEWORKS

Constitution of Nepal

National Security Council Policy 2073
Telecom Act 2053

Cybersecurity Bylaws (NTA) 2077
Cyber Security Policy (MOCIT) 2078
Privacy Act 2075

Foreign Policy 2076

National Health Policy 2076

IT Guidelines (NRB) 2069

Radio Act 1957

Cybersecurity Policy 2080

IT and Cybersecurity Bill
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RECOMMENDATIONS

National Policy Framework (Cyber Security @ National Level)

IT and Cyber Security Bill 2080

Cyber Security Policy — 2016 (Need to update and pass it)
National Security Council Act must include Cyber Defense

Cyber Security Command Center

Cyber Defense Command Center — NA
National Computer Emergency Response Team (CERT) - Nep CERT

Cybersecurity Intelligence Mechanism

Sharing of information between stakeholders and organizations /businesses

Cyber Bureau of Nepal Police
Digital Forensic Labs
Cyber Command at NA

Q
/ O Strengthen Cyber Crime Investigation
Q
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| : RECOMMENDATIONS

Security of critical infrastructures, DBs and
networks

Capacity Building of ICT HR on new and
emerging technologies

' More investment on

/\égc?Logz_ggvﬁés;esgsﬁ\:ri: Of E.g. Nepal Rastra Bank and commercial banks

Focus on cognitive-human aspect, social engineering

Cyber Security Research




1\

|
\\,

- ./

Il )

./

POLICY RECOMMENDATIONS
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CONCLUSIONS

® Recent incidents indicate that historical conflicts, critical infrastructure and cyberattacks are all
interrelated (Karatzogianni, 2008).

e All conflict from now on will have some degree of cyberspace flavor (Demchak, 201 2).

e Cyberspace can’t be treated as a separate arena. It must be integrated into all elements of

national power (Grant Schneider, 201 8).

* Moreover, the use of citizen hackers and other non-state parties are changing the traditional
warfare (White, 201 8).

* Nepal’s geo-location is unique and strategic.

e Geo-politics: Two giant neighbors have cyberwarfare capabilities.

* Bottom line is cyber threats are growing and security and critical infrastructures become more
vulnerable when a crisis arises!

* We all should work together to make more cyber resilient Nepal.

Grant Schneider is Federal Chief Information Security Officer and
Senior Director for Cybersecurity Policy, White House.
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to manage

cybersecurity
risk.
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